8  Switching system

Objectives

After this chapter the student will:

* be able to describe the functionality of MSC/VLRMG&C and
HLR.

» understand the procedures for authentication, dipipeand
identification.

» be familiar with the nodes handling SMS and daagmission.
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8.1 Introduction

The switching system is the GSM connection to otfegworks and allows
calls to be set up to and from the MS. This invelswitching and routing
as well as checking different registers for loaatisubscription and
equipment of the MS.
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AUC AUthentication Centre
BTS Base Transceiver Station
BSC Base Station Controller
EIR Equipment Identity Register
GMSC Gateway MSC
HLR Home Location Register
MS Mobile Station
MSC Mobile services Switching Centre MS
VLR Visitor Location Register BTS
GSM Network

Switching and routing
MSC - Mobile services Switching Centre
GMSC - Gateway MSC

Subscribereqgisters
VLR - Visitor Location Register
HLR - Home Location Register

Security functions
AUC - AUthentication Centre
EIR - Equipment Identity Register

Non-voice traffic
SMS-C - Short Message Services Centre
IWF — Inter Working Functions

Michael Quek



82 MSC/VLR

General

The main responsibility of the MSC is to route @ed up calls to and from
the MS. For this it needs subscriber informationiolvhis stored in the
VLR. In every MS activity involving the network th¢SC and VLR has to
communicate. The amount of signalling between theseles has
practically lead to an integration. Still they @vweo logical units specified
by GSM but in the existing implementations the iifatee between them is
internal following the standard of the supplier.

Mobile services Snitching Centre (MSC)

The MSC is mainly an exchange with switching cafyadt handles in-
and outgoing trunks, the PCM-links and the fundidar signalling to
other switches in GSM as well as other networkaldb has functions for
supervision of the calls and routines for chargang statistics. So far the
MSC can be compared with any ordinary switch inftked network. It is
the ability to handle mobile calls that turns iioimn MSC.

Visitor Location Register (VLR)

Due to the fact that the MS can roam in a largeggmghical area it is
necessary to have a distributed register for thsaiber information. The
VLR is a database that holds a file for the MSssen¢ in the area
controlled by the connected MSC, a file which wik erased in that
specific VLR when the MS leaves that area. Thesfiee registered on
IMSI and contains information about the subscriptiolassmark of MS,

the address to the HLR where the MS is registepadameters for

authentication, ciphering as well as dynamic datdhsas location, state of
MS and status of services. The information is fetclfrom the HLR on

request from the VLR e.g. during the location upudat

MSC/VLR functions

To handle mobile calls the following functions areeded in the
MSC/VLR
 call setup and supervision, special for mobilescall
» authentication and identification
» establishing and maintaining a continuous speech fm a
moving subscriber
* privacy on the air
» handling subscriber data and updating registers

These functions can be related to two differenhsire
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1. MS connection

The signalling to establish and maintain a cononectith the MS is done
with a protocol developed for GSM called BSSAP @&iation System
Application Part). This protocol consists of diffet entities, each with its
own functions.

CM - Connection Management - is responsible for #ikaontrol i.e. call
establishment, supervision and clearing. It alsadles supplementary
services and functions for short messages.

MM - Mobility Management - deals with the consequsrafemobility i.e.
registration and security. Registration is the edight types of location
updating initiated by the MS. Security functionsang the procedures for
authentication, identification and TMSI assignment.

RR - Radio Resource management - is handled throhghBSS and
concerns the establishing and maintaining of trgiorahannel. It co-
ordinates paging and different handover procedwmerd also keeps
translation tables for cell or location area idigninto BSC identity. The
start of ciphering is also handled by this enfithe MSC/VLR also needs
the ability to assign and clear call paths on thumks to the BSC, and
handle the associated signalling.

2. Switching system connection

The signalling to and from the HLR could e.g. be@@ning an entering
or leaving MS when the HLR or the VLR has to be ated with new

subscriber information. Another reason is a reqaest from the VLR to

the HLR, for new triplets for authentication. Dugithe setup of a mobile
terminated call signalling is needed for the primnsof a roaming number
for the GMSC to route the call.

MSC/VLR also has to communicate with other MSC/VLiRging some
handover procedures. The signalling between thesia the switching
system to keep the registers updated is done wptiot@col developed for
GSM called MAP (Mobile Application part).
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8.3 Gateway MSC (GMSC)

A mobile terminated call is always routed to a GMSgecific for that MS
operator. The task for the GMSC is to find the M goute the call to the
MSC/VLR controlling that area. The GMSC will aslethlLR for routing

information and then reroute the call to the MSCR/using the roaming
number in the reply. The gateway function couldifb@lemented in an
ordinary MSC/VLR

8.4 Home Location Register (HLR)

The HLR is the main database that holds files fibrttee MSs in an
operator’s network. There is one HLR per operatdribcan be separated
geographically into smaller units. The files argistered on IMSI and
contains information about the subscription, MSISDdrameters for
authentication and ciphering as well as dynamia dath as the address to
the present MSC/VLR, status of supplementary sesvand in some cases
state of MS.

The HLR uses the MAP protocol to communicate whbe MSC/VLR,

GMSC and in some networks also the AUC. On a looatipdating
request from a MSC/VLR concerning an entering M&, & new Vvisitor,
the HLR will execute several operations. It wilgiger the new VLR
address in the database, send the subscriber @tiormto that new VLR
and also tell the old VLR to erase that subscrgarformation. The VLR
can thus be seen as a distributed HLR holding in&bion only about the
MSs served by that MSC/VLR.

During the setup of a mobile terminated call theRHuill be requested by
the GMSC to provide routing information for rerawgi The HLR will
fetch that information from the correct MSC/VLR, the database in case
of a forwarding number, and send it to the GMSC.

The HLR will also provide triplets for authenticati and ciphering on

request from VLR. These triplets have been producedUC and fetched
by the HLR and stored in the database.
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85 AUC and EIR

General

Much effort has been put into security in GSM daegptoblems in older
mobile systems. The security aspects can be dividedirst identification
and verification of a correct MS so that unauthedisbarred or stolen
equipment cannot be used and second privacy omthe channel.

The MS is checked by the authentication procedarehfe subscription -
the SIM-card - and the identification proceduretfee phone - the mobile
equipment (ME). The privacy on the air is achieumsd ciphering the

information, speech and data, and by using a Teanp®fiobile Subscriber
Identity (TMSI) for the subscriber. The AUC is thede that generates
parameters, triplets, for authentication of the ssuber and ciphering
while the EIR is a database for the identificatodrthe mobile equipment.

AUC - AUthentication Centre

The authentication centre produces triplets foheaw every subscriber in
that operators network and the triplets will betgerthe HLR on request.
The AUC contains a database with IMSI and Ki, théhantication key.

IMSI and Ki are also stored on the SIM-card in t&. These two

parameters together with a random number, (RANERpegated in the
AUC will be input data to algorithms. This will pface the "Signed

RESponse” (SRES) and the key for ciphering (Kc)NRA SRES and Kc

will form a triplet.

AUC
Database
IMSI Ki - ]
Algorithm A8
Ciphering

IRandom number generation

Algorithm A3

Authentication

D RAND } - | RAND | SRES |Kc |
Triplet

IMSI International Mobile Subscriber Identity
Ki Authentication Key
RAND Random number
SRES Signed RESponse
Kc Ciphering Key

Generation of tripletsin AUC
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Authentication procedure

The authentication procedure is initiated from M8C/VLR by sending
RAND to the MS. The MSC/VLR has fetched the tripl&iom the HLR.

Now the MS calculates the SRES and Kc using theesaigorithms as the
AUC. The calculated SRES will be sent to the MSQRAhich compares
the SRES received from the MS with the one in theet from the AUC.

If the two are the same access will be granted. CHheulated Kc will be
stored on the SIM-card.

Ciphering start procedure

The ciphering start procedure is initiated from M8C/VLR by sending a
message Cipher Mode Command containing the Kc. Rbewill be
removed from the message by the BTS before serndomgto the MS, so
that the Kc will never be sent on the air. When M8 receives this
message it will send the message Cipher Mode Caenpiecipher mode
using the calculated Kc stored on the SIM-cardh#éd BTS can decipher
this message it will inform the MSC/VLR that ciphmgy has started.

EIR - Equipment |dentity Register

The EIR is a database containing the identity nusber the mobile

equipment, IMEI. These numbers are put on a blestkflthe equipment

has been barred for some reason, on a grey lissihot yet type approved
or has bad behaviour and on the white list if themo restrictions in using
the equipment.

Equipment identification procedure

The equipment identification procedure is initiafeam the MSC/VLR by
sending a message ldentity Request for the IMEE MIS is now forced to
reply by sending the IMEI which will be sent to tB&R by the MSC/VLR.
Depending on the result from the EIR i.e. on wisitthe IMEI was found,
the MSC/VLR will grant or deny access.

™S

The Temporary Mobile Subscriber Identity numbeusgd to cover IMSI,
the real identity, so that no tracing and idendificn can be done by
listening to the traffic on the air. TMSI is allded by the MSC/VLR and
is only valid in one MSC Service area. This medrmt when the MS
changes MSC Service area the MS need a new TM&laadld by the new
MSC/VLR. After the allocation, which could be domwmring location
updating, the MS should use TMSI instead of IMS&ity connection with
the network.

There is also a gain from the operators point @win using TMSI

because it is only half the length of IMSI. Thisubdtes the paging capacity
in the network.

Michael Quek 7



8.6 Short Message Services Centre (SMS-C)

The short messages point-to-point are handled bMS-C. Short
messages can have the length of up to 160 alphamaineharacters and
can be sent to and from the MS.

The SMS-C works together with the HLR and MSC/VLRda gateway
function for SMS in the same way as for setting aghls. The short
messages can be buffered in the SMS-C and sent dgae MS cannot
receive the message the first time.

8.7 Inter Working Functions (IWF)

GSM is capable of handling not only speech but aata. In order to
handle the different bit rates there is a needrfodems. These, placed in
the IWF, can be used by a MSC/VLR when setting aata call and will
then be connected through the switch.

The data services that the IWF shall be able talleaaccording to the
GSM specification is synchronous 1,2 - 9,6 kbitisl asynchronous 0.3 -
9,6 kbit/s. Also, it must be able to handle differaccess protocols (e.g.
X.28 and X.32) used in data networks and differeotem type standards
(e.0. V.21 and V.22).

From GSM point of view the transmission can be dpament or non-
transparent which implies that signal processingeisig used or not. The
IWF also has to perform the rate adaptation frotrrdte used on the air
interface to the wanted bit rate.
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